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Cipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin

byte state[4,Nb]

state = in

AddRoundKey(state, w[©, Nb-1]) // See Sec. 5.1.4

for round = 1 step 1 to Nr-1

!

* SubBytes(state) // See Sec. 5.1.1
z// ShiftRows(state) La // See Sec. 5.1.2
MixColumns(state) —> v “wuns // See Sec. 5.1.3
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
end for
SubBytes(state) LhL
ShiftRows(state)

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

out = state
end

Figure 5. Pseudo Code for the Cipher.'
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Figure 6. SubBytes() applies the S-box to each byte of the State.

ShiftRows()
Sr,o Sr,l Sr,z 5r,3 Sr,o Sr,l Sr,z Sr.3
5
5 Sl %
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s ] 5_ 1 5_' 2
5! a 5: 1 5! 2

Figure 8. ShiftRows () cyclically shifts the last three rows in the State.




MixColumns()

— T

Figure 9. MixColumns () operates on the State column-by-column.
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